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Abstract
Topic

Network firewall
Long-term goal

Create an enterprise-level firewall with the below features.
Project goal

Create the prototype of the firewall portion of this long-term goal.
Features

Open-source
Free, easy to change, easy to audit the code, make improvements
to, etc.

Linux based
Greater hardware support, faster upstream development of new
features compared to BSD kernel.

Nftables
Nftables is the packet classification framework which does the
firewalling. It is the replacement for iptables, ip6tables, ebtables,
arptables. It is more robust and flexible to work with.

Zone and policy based
Simplify firewall logic by using one or more zones; which are a
level of trust. A policy governs what traffic may leave or enter
zones. Policies are comprised of rules.

Easy-to-use interface
Simple and modern management user interface.

Multiple sites
Be able to support multiple firewalls and configure them all from a
central location. This eases the management burden for
administrators when there are many to configure and maintain.

High-availability
Be able to have multiple firewalls act as a group for redundancy
purposes.

Outcome
Successful prototype created for the nftables firewalling portion. More
work needed to improve the API design so that it is simpler to use.

VirtualBox testing environment
System’s components

Logical representation of the
above VirtualBox environment

Example of multiple zones, policies, networks, and their interactions

Communication between specific
components for 3 scenarios

Simple office network topology
showing where the firewall is at


