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*User PCs: Endpoints generating Windows Event Logs from system activity, security
events, and applications.

*NXLog: Lightweight agent on user PCs that forwards logs to the central logging
system.

*Syslog Server: Central log repository for long-term analysis and security auditing.
*LogSage Node: Machine learning component that analyzes logs to detect anomalies
and potential security threats.

The first design included only a simple dashboard of
logs being received and anomalies tied to logs flagged
by the machine learning model. The latest iteration
includes a dashboard for all logs and user analytics on a

separate page.
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