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Introduction

As of July 2025, nineteen US states have enacted consumer data
privacy laws.! These laws began with the 2018 California Consumer
Privacy Act (CCPA), and as consumer laws, they apply only to
businesses and how they handle consumers’ personal data.? In
contrast, government-focused data governance laws regulate how
government entities collect and use personal data and enforce
transparency requirements and privacy standards. The federal
government has never developed a data privacy law that applies
to state or local entities. The most prominent federal law in this
areca—the Privacy Act of 1974—governs only the federal gov-
ernment's data management.® In the absence of federal standards,
states have begun to self-regulate their data governance practices.
Currently, there are six states with comprehensive legislation that
applies to government privacy.4

Government entities inherently collect and process large amounts
of very sensitive data. In the absence of relevant legislation, this
data collection can result in mass profiling, misuse, unregulated
sharing, and surveillance.> Outside of this research, there is no
current public documentation that tracks the status of US
government privacy law.

Data Governance vs. Data Privacy

Government privacy is something that overlaps with the concept
of data governance. As defined by the Herbert Institute for Public
Policy, “Data governance is the framework of laws, rules, policies,
practices, and procedures that ensure effective management,
privacy, and transparency of data collected by governmental en-
tities.”® Privacy is just one component of the broader concept
of data governance. Specifically, privacy as defined by the Na-
tional Institute of Standards and Technology is “freedom from
intrusion into the private life or affairs of an individual when
that intrusion results from undue or illegal gathering and use
of data about that individual.””

This paper addresses the current climate of US state laws and pol-
icies in several different data governance concepts—transparency,
privacy, and use. It does so by identifying a total of twenty-nine
different practices that would be mandated in an ideal govern-
ment privacy law. This paper divides these twenty-nine practices
into eight governance principles and searches for these principles
and practices in state law and state policy (i.e. administrative
code, executive orders).

Law vs. Policy

In the United States, legislation carries greater authority and
durability than other forms of rulemaking or policy. Laws are
legally binding, centrally enacted through formal processes, and

enforceable through fines, civil penalties, or criminal sanctions.
In contrast, policies—particularly those issued at the agency or
administrative level—are generally not as enforceable in a court
of law. They are more susceptible to change, often shifting with
political leadership or administrative priorities. While compli-
ance with state-level policies may be a condition for funding or
intergovernmental cooperation, such policies generally do not
carry the same legal force as statute.

Methodology

The following sections outline each of the eight governance
principles and their associated practices, which together form the
basis for analyzing current state laws and policies. This paper pulls
data from every state’s publicly available laws and policies and
evaluates them to see if they met the practices in each section.®

It uses the International Association of Privacy Professionals
(IAPP) Comprehensive Consumer Privacy Bills chart and adapts
the concept for government entities. This paper adds in sections
that are relevant to government data privacy—principles like
transparency, purpose-use limitations, and compliance.’

Core Principles and Practices
Comprehensive Law

The ideal state privacy legislation is collected together in one
comprehensive law. The International Association of Privacy
Professionals (IAPP) describes a privacy law as “narrow in scope if
it applies only to a specific set of data types . .. [or] if it is targeted
at providing only one or two . .. data rights, such as deletion or
correction.”'® A comprehensive law, on the other hand, applies to
several different data types and provides data rights in multiple
areas.

For the purposes of this paper, a comprehensive privacy law is one
that meets ten or more of the identified twenty-nine practices.
Most states have some legislation that limits how government
entities collect and use data,'" but these limitations are typically
spread out over different statutes across their state code—a form
of piecemeal law or policy.

A comprehensive data privacy law is preferable because it leads

to greater transparency, accountability, and compliance. Trans-
parency increases with a comprehensive law because a centralized
bill makes it easier for citizens to understand how governmental
entities handle their data. They are then able to hold their officials
accountable to these standards. Compliance is also more likely
because government officials have a single cohesive source of
instructions for how to handle citizens” data. Furthermore, the
enactment of a comprehensive data privacy law afhirms that data
privacy is not merely a byproduct of broader legislative efforts,



Fig. 1. State Data Governance Legislation and Policy
What level of legislative maturity do states have regarding data governance?
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but a distinct and deliberate policy priority in its own right.

The states that currently have a comprehensive government
privacy law are

o California—Information Practices Act of 1977
o Indiana—Fair Information Practices

e Minnesota—Government Data Practices Act

e Ohio—Personal Information Systems

e Utah—Government Data Privacy Act

The laws in California, Ohio, Indiana, and Minnesota all began
decades ago,'* each with recent amendments that help these
following principles apply to the digital age. West Virginia and
Pennsylvania are unique in that they have, respectively, an execu-
tive order and an authorized privacy policy that each cover most
privacy principles without having the authority of law."* Seven-
teen other states have legislation or policy that address significant
aspects of data governance and privacy; these are just spread out
through different laws and policies.™
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Records management/control

Records management is the process of identifying, cataloging,
organizing, and disposing of information so that it is accessible
and protected. Records management controls include practices
like establishing a records governing body, requiring appointed
records officers, enacting protection for records involving at-risk
government employees, and establishing processes for citizens
to correct their own data. Records management is critical for
accountability of government actions."”

The vast majority of states do have legal requirements that govern
records management.'® Records officers are a well-established
part of most bureaucracies, as are archival systems. Processes for
correcting data or protecting certain employees’ data are less com-
mon, however. Most states simply create an organization with

the authority to manage and maintain records and assign various
individuals as liaisons with that organization. Their focus is less
on privacy and more on maintaining information for future use."”

October 2025 \ uvu.edu/herbertinstitute



Fig. 2. Number of Practices Required by State
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Access to records

Record access involves limiting who sees and uses the data in

an entity’s records management program. Requirements in this
category include whether entities are required to classify data,
whether an individual has the right to access their own data
collected by the state, and what limitations are in place as to who
can access those records. This last one is essential; without proper
limitations in place, government employees may have access to
any personal data collected by the state.'®
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In consumer privacy laws, the vast majority of bills include provi-
sions on accessing one’s own data. This is not true for government
darta privacy—less than a third of states mandate this practice.
Many states do have some sort of limitations on who can access
confidential or private information, however, and the vast ma-
jority are required to classify records as public or private. Some
states, like Connecticut, have even more explicit classification re-
quirements that involve more levels of security and privacy, such
as labeling levels of potential impact and confidentiality like.?”
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Data privacy roles and responsibilities

Data privacy roles and responsibilities are less focused on general
data governance and more on the specifics of privacy. In order to
satisfy these requirements, a state must have laws mandating the
existence of privacy officers within entities and the construction
of a statewide privacy oversight body. It must also mandate that
entities implement data governance/privacy training, complete
regular privacy impact/risk assessments, and identify high-risk
processing activities such as third-party sharing or large-scale
integration.*!

Few states have statutory requirements in this category. Some
states do require that privacy officers are designated within
certain entities, but very few fulfill any of the other requirements.
Utah’s Government Data Privacy Act (GDPA) does mandate
these practices, and West Virginia’s Privacy Policy (authorized by
Executive Order No. 6-06) requires four out of the five.?” This is
only in declared policy, however, and does not have the longevity
or enforceability of law (sce Fig. 2).

Transparency

Government entities sometimes collect and process information
in ways that the public isn’t aware of.**** Transparency require-
ments ensure that entities only collect and process data in ways
that are clearly explained to the public. This includes a notice of
data collection at the time of collection, website privacy notices
on all webpages and especially where technology like cookies
are relevant, and a regular privacy report that keeps government
privacy and security efforts accountable to the public.”

Transparency is a topic that is not often covered in any state leg-
islation. Several states have scattered requirements for providing
notice at the time of data collection,?® and several others cover
these practices with various declared policies that do not have the
force of law.?” Utah and California are the only states to require
all three of these things in law,?® and California does so through a
combination of multiple disparate laws.”
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Purpose-use limitations

Purpose-use limitations limit how much data governmental enti-
ties collect as well as how they use that data. Data privacy requires
that entities collect the minimum amount of data necessary to
perform their assigned functions, a concept called data minimi-
zation. Purpose-use limitation requires that entities have a clear
purpose for the data they collect, that they state that purpose to
citizens at the time of collection, and that they limit their use

of that data to those specific purposes. Using citizens data for
research or other activities means violating this requirement.”

Entities sometimes share citizen data between departments or
even sell it, and this isn’t always done with citizens’ consent or
within their stated purposes.”’ An ideal data governance law has
explicit requirements in place for the sharing and selling of data
as well as the purchasing of data.?> Few states have any of these
requirements, and there is only one that mentions data purchas-
ing.*» Montana SB 282 expands rights regarding illegal searches
and seizures to apply to digital data, specifying that personal data
cannot be purchased without a warrant or subpoena.*

Security measures

Data governance and data privacy both include data security.
Data security refers to the technical and procedural measures
used to protect data from unauthorized access.” The practices in
this principle include whether entities are required to dispose of
personal data when it is no longer necessary, whether entities are
required to notify citizens of data breaches involving their data,
and whether there are consistent procedures in place for respond-
ing to and recovering from a data breach. The final practice also
identifies whether these requirements extend to government
contractors or whether they are limited to entities themselves as
the data controllers.*

The vast majority of states have some form of data breach law re-
quiring citizens to be notified if their personal data was involved
in some form of breach.”” Most states also mention destroying/
disposing of records when they are no longer of use, although
statutory language is often unclear.’® Many states mention that
data may be destroyed or lay out the limitations on record dispos-
al.*’ Only five states have language that explicitly mandates the
destruction of such records—Florida, Montana, Nevada, New
Hampshire, and Utah.

Compliance

While many states lack comprehensive government data privacy
legislation making full compliance with privacy standards chal-
lenging, some states have taken steps to establish basic compli-
ance frameworks.*’ Among those with explicit privacy policies
or laws, a number have designated enforcement authorities and
outlined penalties for violations.” Thirteen states, for example,

specify particular sanctions related to data breaches or other
privacy infractions.”® Additionally, a few states, including Hawaii
and Arkansas, elevate certain privacy violations to the level of
criminal offenses, underscoring the seriousness with which these
issues are treated.” Despite these advances, significant gaps
remain in ensuring consistent enforcement and providing citizens
with mechanisms, such as private rights of action,® to hold gov-
ernments accountable.

Trends

There are several significant trends visible from this data. First, as
shown in Fig. 1, there are very few states with a comprehensive
privacy law.“ Most states either have a collection of disconnected
laws that cover the relevant requirements, or they barely have any
laws that mention privacy concepts.” Fig. 2 shows the number
of practices covered by each state’s policy and legislation.® This
paper tracks twenty-nine practices, and only ten out of fifty states
covered 50% of the practices—in law or in policy.”

These data show that certain privacy concepts are much better de-
fined and better covered by state laws than others. As mentioned
above, records management concepts and breach procedures are
present in almost every state’s laws.>* Laws and policies that relate
directly to privacy are less common,’! and very few states have
specific requirements like those that explicitly prevent covert sur-
veillance or the purchasing of personal data from third parties.”

Conclusions

While many states have drafted and passed legislation surround-
ing consumer data privacy, very few have done the same for
government data privacy. Certain principles from data gover-
nance and data security have been slowly adopted across the
US, giving citizens’ privacy some indirect protections. However,
most privacy protections are incomplete, difficult to comply
with, or missing entirely. A comprehensive data privacy law is
one of the clearest ways to address this gap, modernize antiquat-
ed record requirements, and prioritize citizen’s interests. Today,
citizens of different states have very different rights regarding
their privacy. Minimizing those differences and making privacy
a priority in government agendas will likely require significant
legislative change.
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