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GARY R. HERBERT INSTITUTE FOR
PUBLIC POLICY

The mission of the Herbert Institute is to increase positive

civic engagement among students, policy leaders, and the
community by:

* Developing future policy leaders;

* Gathering the community to engage in respectful civic
dialogue; and

* Building trust in civic institutions that are the foundation
of our democratic republic.
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Life, Liberty, and the Pursuit
of Happiness in the Digital Age

Christopher Bramwell

Chief Privacy Officer
Utah Office of Data Privacy




“ We hold these truths to be self-evident,
that all men are created equal,
that they are endowed by their Creator
with certain unalienable Rights,
that among these are Life, Liberty

and the pursuit of Happiness.”
¥

- DECLARATION OF INDEPENDENCE

JULY 4, 1776




[ 66 )
““ We the People of the United States, in Order to
form a more perfect Union, establish Justice,
insure domestic Tranquility, provide for the
common defence, promote the general Welfare,
and secure the Blessings of Liberty to ourselves
and our Posterity, do ordain and establish this

Constitution for the United States of America.”’
¥
- U.S. CONSTITUTION, PREAMBLE
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STUDENT ENROLLMENT e MEALS & HEALTH SERVICES
LEARNING & B 0 S
ACADEMIC RECORDS 05F | TRANSPORTATION
SPECIAL EDUCATION COLLEGE &
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REAL ID COMPLIANT INSURANCE VERIFICATION

DRIVER'S EDUCATION @ a VEHICLE REGISTRATION

FIRST PHOTO

BIOMETRIC ON THE ROAD
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WORK AUTHORIZATION

EMPLOYMENT RECORDS e

WORKPLACE SAFETY

PAYMENT & BENEFITS
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@ RETIREMENT
CONTRIBUTIONS

NP, R -+ [ - [, SRPU ¢:9 SR O J

Born Education Driver's License Work Buy a Home Healthcare Retirement End of Life




DEED TRANSFER
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PROPERTY
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HOMESTEAD
EXEMPTION
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ENROLLMENT ”@

IMMUNIZATION @
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CONTROLLED SUBSTANCE
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PRESCRIPTION
HISTORY

LAB RESULTS
& TEST RESULTS

MEDICAL CLAIMS
& BILLING

MEDICAL RECORDS
ACCESS

R R

Buy a Home Healthcare Retirement End of Life



RETIREMENT

SOCIAL SECURITY
BENEFITS

TAX-ADVANTAGED
RETIREMENT ACCOUNTS

PENSION BENEFITS ESTATE PLANNING
INFORMATION RECORDS
MEDICARE DISABILITY BENEFITS
ENROLLMENT INFORMATION
CONSERVATORSHIPS VETERANS BENEFITS
INFORMATION SERVICES
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DEATH CERTIFICATE
& RECORDING

PROBATE & ESTATE
ADMINISTRATION

WILLS & TRUST
RECORDS

POWER OF ATTORNEY
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Every interaction adds a piece to the mosaic of your life.

K-12 EDUCATION
Enroliment, Learming,

STATE AGENCIES

DMV, Benefits, More Meals, Activities
CITIES HIGHER EDUCATION
Utilities, Permits, Admissions, Financial Aid,
Recreation, Public Safety Records, Housing
COUNTIES SPECIAL DISTRICTS
Property, Elections, @ Parks, Libraries, Fire,
Justice, Records Transit, Hospitals
COURTS & JUSTICE

SERVICE DISTRICTS Q
Water, Sewer, AL
Waste, Utities

Case Records, Fines,
Probation, Protection

o . THIRD PARTIES
Individually, each piece of data may seem small. Employers, insurers,

Together, they reveal a detailed picture. Yercony, Contcions
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COMPLEXITY

& RISK

1990s 2000s
Paper-Based Era Digital Foundations
Manual processes. Systems go digial,
Siloed data. Data starts to grow.
[ paper Recorcs Digital Systems
pas
=
= Filing Cabinets @ Databases
Landlines Scanning &
% Digitization
)

2010s
Mobile & Cloud Expansion

Data everywhere.
New technologies emerge.

O

2020s+
Connected & Intelligent Era
Exponential growth
Increasing complexity and risk.



Every interaction adds a piece to the mosaic of your life.
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DO NOT CREATE A WORLD
WHERE IDENTITY REQUIRES

PERMISSION

At the start of every government interaction,
individuals should be able to prove who they are
without surrendering control of their identity

or having to go through a 3rd party intermediary.

Individuals should control
their identity.

Individuals prove who they are
without being dependent on
a specific vendor.

& (0o)

Government verifies and
endorses identity.

0

-
L

Systems are secure, private,
and portable.

=D

WHAT MODERNIZATION

\ m x PRESSES US TOWARD

Strong identity verification often

7 g % evolves into systems controlled

by intermediaries.

» Proprietary identity networks
O ® » Vendor-controlled systems

» Centralized verification services

* |dentity products that create
dependency

DESIRED OUTCOME

000
S

At the beginning of every government
interaction, individuals can prove who
they are in a secure, privacy-preserving
manner with no tracking or surveillance.

We don’t want a world where you ever

have to go through a 3rd party to
prove who you are.

@ STATE-ENDORSED DIGITAL IDENTITY
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RESIST THE TEMPTATION
TO TURN PEOPLE INTO

SCORES

RISK SCORE
Once data is digitized and consolidated, ? 3 6
the next step is often profiling,
nsk sconng, predictive analytics, and HIGH RISk
automated decision making. Beh
The technology can be useful. SEOWS. - S—
Lmﬁﬂl a3

The danger is that government begins to
know individuals primarily through models Hitlory  w—
rather than through due process, context,

and human judgment.

o

O
2a

FAIRMESS FIRST
People deserve fairness, context,
and the opportunity o be heard.

HUMAN JUDGMENT MATTERS
Models can help inform decisions,
but humans must make them,

ACCURACY & BIAS AWARENESS
Models can be wrong or biased.
Enow the limits,

TRANSPARENCY & ACCOUNTABILITY
Individuals deserve to know how
decisions are made and have recourse.

\S;

o
1)

I

pe e 5 b - WHAT MODERNIZATION
5 PRESSES US TOWARD
O ELl]J] RISK SCORING The ability to analyze massive amounts
of data creates pressure to:
a l WP i:ili'_'f:.::'-’: . PI'GTIFE il'-rdi'l.lid-ua|5
* Assign risk scores
E], AUTOMATED = Forecast behavior and outcomes
DECISIONS i
! ® Automate decisions at scale
66 DESIRED OUTCOME

Government should not
know people better than
they know themselves.

000
T 12

Analytics improve service delivery while
preserving individual dignity, fairmess,
and accountability.

Where these capabdities are necessary
and authorized, focus on limited and
constrained systematic approaches

as opposed to systemic.

2

Government should not know people
better than they know themselves.

@ DATA GOVERNANCE MODELS
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DO NOT ALLOW
GOVERNMENT DATA TO BE

COMMODITIZED  wovoun @
AND EXPLOITED

t
Government data is not a product.
i weaesr (5
It exists to serve individuals and the pubkic, ?

not peivate gain. We must protect against  ACCOUNTABLITY
the growing pressure 10 extract value from & TRANSPARENCY
public data for commercial or private

Purpases.

©
.

IMPROVE SERVQS
& OUTCOMES

. INDIVIDUALS FIRST
/! Data should be used first for the benefit
of the indidual, with their rights,
dgrety, and choces protected
. THEN THE PUBLIC INTEREST
After serving individuals, data may be used
1o achance the public good and strengthen
communities,
\  STEWARD THE PUBLIC TRUST
| We are responsible for protecting public
=" data for current and future generations.

888

Individuals have
control and benefit
from their data.

INDIVIDUAL ‘ Pp—
Data should first serve >/ o " DXPLOITATION
the indmidual's interests, £
v t
Q ey D\ PRIVATIZATION
-»| |=] | ™ROUGH TERMS
!! n n I =/ & CONTRACTS
GOVERNMENT SERVICE | _ I
Enable services and outcomes Lo } DATA
that | ‘mp“"e fives. " 3 COMMOOITIZA
.
\ At ) ,.:..—.."';,J, v"‘l'_;; :
—®
GOVERNMENT DATA
A public asset entrusted J
10 government for the
people of Utah.
DESIRED OUTCOME
w88
Government uses data Pubkc value &
to delver trusted, effectve | created, measured,
services and advance the and returned to the
public interest. people of Utah.

TION |

WHAT MODERNIZATION
PRESSES US TOWARD

e Hand over data to vendors and platforms

® Accept broad terms that grant liceness,
ownership, or perpetual rights

o Aliow data to train Al and other
commercial models

® Reuse data beyond original purpose

® Monetize or share data for profit

e Shift public assets into private control

OUR OBLIGATION

We are stewards of public data,
entrusted by the people of Utah,
We must protect it, govern it
wisely, and ensure it is never sold,
licensed, or used in ways that
exploit individuals or harm the
public.
Public data should never be someone
else’s product or profit.

%‘3 RECORDS VALUATION AND 3% PARTY CONTRACTS



Utah’s Data Governance Ecosystem

[ GOVERNMENTAL ENTITIES ACROSS THE STATE
| o) O & m % 51@
State Agencies Counties | Service Districts = K-12 Education H.gher Education | Special Districts | Courts & Justice
Each entity is accountable for governing its data and meeting its privacy, records management, and transparency obligations.
N
o B 27— — U e e O RO e 2 e a2 R O i 2 |
UTAH OFFICE OF DATA PRIVACY —— DIVISION OF ARCHIVES AND { ]  GOVERNMENT
Tooks, resources, and training to RECOEPSSERVRE . |7 RECORDS OFFicE
assist entities in meeting their a Togls. e and.tramng " I . Hears and resolves
T obligati S e | complaints,
PAVECY O0Sgou0NS. management and transparency obligations. | wonsponcy
. N A, R e I T T B i T FE JE SE S TE A S LU S ey ¥
( A 2 A
O UTAH PRIVACY OFFICE OF THE ATTORNEY m% UTAH
rf\r\ COMMISSION V| STATE AUDITOR GENERAL TIT[{  LEGISLATURE
Reviews government Independenuy audits lndependently enforces Independently defines
privacy practices and data governance data governance and passes legislative
recommends standards practices across any requirements on data governance
| and best practices. state or local entity. anyone. requirements.
[ - R — E—
/‘V‘\‘\ UTAH PRIVACY GOVERNING BOARD OUR SHARED VISION
oNoNe Brings leaders together, aligns efforts across the state, @ Protect privacy. Ensure transparency.

Y
Strengthen trust. Serve Utahns.

and moves Utah toward achieving its privacy vision,




What Entities Are Expected to Do

General privacy and records governance practices every entity should follow.

CATEGORY IDENTIFIER PRIVACY PRACTICE
| 1.1 Chief Administrative Officer (CAO) Designation
& GOVERN I ~ 1.2 Records Officer Appointment
Establisht;‘gwer;&anc.e and | 1.3 Records Officer Training and Certification
accounta privacy r — : 3 o
PSSR L [ 14 Statewide Privacy Training
N N 1.5 Privacy Program Report
24 | Record Series Creation and Maintenance
22 | Record and Record Series Designation and Classification
-y IDENTIFY 23 | Statement Filed with State Archivist
-\ identify and understandthe | 24 | Retention Schedule Proposal and Approval
N\ records and personal data 25 | Record Series Privacy Annotation
you create and maintain, 26 | Inventorying
oA | Privacy Impact Assessments (PIA)
28 | Record and Personal Data Sharing, Selling, and Purchasing
B 31 A Dé-ta S b"ect R uests fOt Access
—~—— CONTROL | : e —
0O Em individuals and < Data Subject Requests for Amendment or Correction
N manage their rights and 33 Data Subject Requests for an Explanation
il 34 Data Subject Requests by At-Risk Employees for Restricting Access
COMMUNICATE 41 Privacy Notice (Notice to Provider of Information)
- Be transparent about how | H
A personal data is collected, 4.2 Website Privacy Notice and Website Privacy Policy
used, and shared.
PROTECT 51 ~ Minimum Data Necessary = 7 e
6 Protect personal data and §3__ Retention and Disposition of Records Containing Personal Data
respond promptly to risks 53 Incident Response and Notification to the Cyber Center and Attorney General

Breach Notification to Affected Individuals




PRIVACY MATURITY MODEL

This model is how entities will be measured longitudinally over time
as we track progress over the next decade.

OPTIMIZED

The practice is fully embedded in the entity with recognition and understanding across the
workforce through active training and awareness campaigns, and inclusion in operations and strategy.

MANAGED

The practice is actively managed with metrics that are reviewed to assess
efficacy and facilitate improvement.

The practice is documented to cover all relevant aspects,
application is formal and consistent.

DEFINED

The practice is implemented and documented, but documentation may not cover all relevant
aspects, and application may be informal and inconsistent.

AD HOC

The practice may occur but is undocumented (no policies or procedures),
application is reactive and not standardized.

-~ CONSISTENTLY IMPLEMENTED

NON-EXISTENT

o~ HEES

The practice is not implemented or acknowledged.




PRIVACY MATURITY HEAT MAP

CAYEGORY IDENTIFIER PRIVACY PRACTICE ENTITY Y ENTIYY 2 ENTITY 3 ENTITY & ENTITY S ENTITY & ENTITY 7
1.1 | Chief Administrative Officer {CAQ) Designation
PN 1.2 | Records Officer Appointment
[ 1.3 | Records Officer Training and Certification
SS== TR | Ssewide Privecy Trainkag
| V- 15 l Privacy Program Report
[ e ST W%Cte&;— and Mainmenance
| __'2.2__ Record and Record Series Designation and Classdication
- |23 | Sttement Filed with State Archivist
:@ 24 | Retention Schedule Proposal and Approval
SR Is 25 | Record Series Privacy Annatation
IDENTIFY | 26 Tr—
27 | Privacy Impact Assessments (PIA)
i 28 Record and Personal Data Sharing, Seling, and Purchasing

Data Subject Requests for Access
Data Subject Requests for Amendment or Correction

Data Subject Reguests for an Explanation

| 0o 3.2
- 33

SO 3.4 | Data Subject Requests by Atk Employees forResticting Access |
[ " m. » » "
E] UNCATE 4.1 Nafy Notm MkedeM@
4.2 Website Privacy Notice and Website Privacy Policy
"= 5_3___ Retention and Disposition of Records Containing Personal Data
v 53 | Incident Response and Notfication 16 the Cyber Center and Attomey General
PROTECT 5.4 Breach Notification 10 Affected Individuals

B oirices [ vorcs [BD S,
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PRIVACY MATURITY HEAT MAP

CATEGORY IDENTIFIER PRIVACY PRACTICE ENTITY Y ENTITY 2 ENTITY 3 ENTITY 4 ENTITY S ENTITY & ENTITY ?
|14 | Crief Administrative Officer (CAO) Designation
PN 12 | Records Officer Appointment
m 1.3 . Records Officer Training and Certification
e 14 ' Statewide Privacy Training
GOVERN -
15 Privacy Program Report
_2.1 o Record Series Creation and Maintenance
22 | Record and Record Series Designation and Classification
_ 23 | Statement Filed with State Archivist
:@ 24 Retention Schedule Proposal and Approval
TN |25 | Record Serles Privacy Annotation
IDENTIFY 2.6 Inventorying
27 | Privacy Impact Assessments (PIA)
28 | Record and Personal Data Sharing, Seling, and Purchasing
3.1 Data Subject Requests for Access
E 32 | Data Subject Requests for Amendment or Correction
- 33 | Data Subject Requests for an Explanation
CONTROI 3.4 | Dota Subject Requests by At-Risk Employees for Restricting Access
e ml 4.1 Privacy Notice (Notice to Provider of Information)
| 4.2 Website Privacy Notice deebsmeruyPoky
|51 | Mnimum Dato Necessary
| 52 | Retention and Dispostion of Records Containing Personsl Dota
53 Incident Response and Notficaton 10 e Cyber Center and Afiormey General
PROTECT | 54 | Breach Notification to Affected individuals
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PRIVACY MATURITY HEAT MAP

ATEGORY IDENTIFIES PRIVACY PRACTICE ENTITY Y ENTITY 2 ENTITY 3 ENTITY 4 ENTITY ! ENTITY ¢ ENTI

11 Chief Adminstrative Officer (CAQ) Designation
A 1.2 Records Officer Appointment
]]]]I[ 1.3 Records Officer Training and Certification
——
Rt 1.4 Statewide Privacy Traming
oo 1.5 Privacy Program Report
2.1 Record Series Creation and Mantenance
2.2 Record and Record Series Designation and Classification
- 23 | Statement Fled with State Archivist
:@ 24 Retention Schedule Proposal and Approval
= N\ 25 Record Series Privacy Annotation
IDENTIFY 26 Inventorying
r Privacy Impact Assessments (P1A)
§.8 ‘ Record and Personal Data Sharing, Selling, and Purchasing
31 Data Subtyect Requests for Access
O 3.2 Data Subject Requests for Amendment or Correction
. 3.3 Data Subject Requests for an Explanation
NTR 34 Data Subject Requests by At-Risk Employees for Restricting Access
(=) COMMUNCATE a1 Privacy Notice (Notice to Provider of Information)
v 42 Website Privacy Notice and Website Privacy Policy
5.1 | Minimum Data Necessary
5.2 | Retention and Disposition of Records Containing Persona! Data
53 Inodont Response and Nottication to the Cyber Conter and Afomey General
PROTECT 54 | Breach Notification to Affected individuals
MATURITY LEVEL KEY -
5 Optimized . Managed 3 f;?:‘i‘:::::gd . Defined - Ad Hoc 0 Non-Existent




PRIVACY MATURITY HEAT MAP

—r AT - ——— PP p—— Y . ' T a Y 5 '
CATEGORY IDENTIFIES PRIVALCY PRACT ENTITY ENTITY 2 ENTY i ENTI 4 ENTI ) ENTI ) ENT

11 Chief Administrative Officer (CAQ) Designation
A 1.2 Records Officer Appontment
1.3 Records Officer Training and Certification
—
GOVERN 1.4 Statewide Privacy Training
1.5 Privacy Program Report
21 | Record Series Creation and Maintenance
2.2 Record and Record Serles Designation and Classification
- | 23 | Statement Filed with State Archivist
:© | 24 | Retention Schedule Proposal and Approval
& N\ | 25 | Record Series Privacy Annotation
IDENTIFY 26 | Inventorying
| 2.7 | Privacy Impact Assessments (PlA)
28 | Record and Personal Data Sharing, Selling, and Purchasing
. ER | Data Subject Requests for Access
O ! 3.2 Data Subject Requests for Amendment or Correction
—d 3.3 Data Subject Requests for an Explanation
: 34 Data Subyect Requests by Al-Risk Employees for Restricting Access
=) COMMUNCATE | 4.-1 Privacy Notice (Notice to Provider of Information)
v 4.2 Website Privacy Notice and Website Privacy Policy
5.1 Minimum Data Necessary
| 5.2 | Retention and Disposition of Records Containing Personal Data
| 53 ‘ Incident Response and Notficaton 10 the Cyber Cantier and Amomey General
PROTECT | 54 ' Breach Notification to Affected Individuals

MATURITY LEVEL KEY
5‘ 3 Consistently 0
Optimized Managed implemented Defined Ad Hoc Non-Existent
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[ 66 )
““ We the People of the United States, in Order to
form a more perfect Union, establish Justice,
insure domestic Tranquility, provide for the
common defence, promote the general Welfare,
and secure the Blessings of Liberty to ourselves
and our Posterity, do ordain and establish this

Constitution for the United States of America.”’
¥
- U.S. CONSTITUTION, PREAMBLE



“ We hold these truths to be self-evident,
that all men are created equal,
that they are endowed by their Creator
with certain unalienable Rights,
that among these are Life, Liberty

and the pursuit of Happiness.”
w

- DECLARATION OF INDEPENDENCE
JULY 4, 1776




cy Architects

Senator Kirk Cullimore Marvin Dodge Moderator: Justin Jones

Majority Leader, District 19 Executive Director Senior Director
Utah State Senate Utah Department of Government Operations Gary R. Herbert Institute for Public Policy, UVU

Representative Paul Cutler Christopher Bramwell
State Representative, District 18 Chief Privacy Officer
Utah House of Representatives Utah Office of Data Privacy
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