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Executive Summary
AI-generated deepfakes represent a rapidly escalating threat to democratic processes and informed political participation. This study, 
the second in a series by a cross-disciplinary coalition of UVU faculty, staff, and students, extends prior research by examining whether 
synthetic video content can influence real political opinions in a realistic social media context, and whether ordinary citizens can reliably 
detect these deepfakes. 

Project Background & Structure
In fall 2024, the Center for National Security Studies’ Emerging Tech Policy Lab (EMTECH) and the Gary R. Herbert Institute for 
Public Policy, both from Utah Valley University, conducted a study examining the impact of AI-generated deepfakes—defined as videos 
created or altered using artificial intelligence—compared to authentic video content. The study found that most participants could not 
reliably distinguish between real and AI-manipulated media. It also found that participants viewed deepfake content as equally impactful, 
trustworthy, and credible as authentic media. The findings of this initial study have significant implications for national security, economic 
development, and public policy.  

One area of particular concern is public discourse and election security. In recent years, dozens of cases of AI-enabled election disinformation 
have emerged around the world, affecting contests ranging from federal elections to local and municipal ballot initiatives. However, the 
extent of their impact remains widely debated. Individuals targeted by deepfakes often argue that the content substantially influenced 
election outcomes, while electoral beneficiaries of deepfake disinformation frequently minimize its significance. 

To further examine these concerns, EMTECH, in coordination with the UVU Herbert Institute for Public Policy, launched this follow-up 
study to analyze the effects deepfakes may have on elections. Specifically, this study examines the extent to which deepfakes can influence 
voter opinions compared to authentic media, whether certain communities are more vulnerable to deception by deepfakes, and which 
personal or societal factors may affect an individual’s ability to be affected by manipulated content.

Study Design
In this study, we sought to replicate the way individuals are likely to encounter deepfakes in real-world settings, particularly while casually 
scrolling through social media without heightened suspicion or awareness. To mirror these conditions, participants were not informed  
at the outset that they might view AI-altered content. Instead, they were told that the study examined how individuals form and adjust 
opinions after viewing short-form media content. Only after subjects were shown a media sample, and measurements about the impact of the 
media on the viewer were taken, was the true nature of the study revealed. 

Key takeaways from this study include:

Deepfake videos influenced the 
opinions of potential voters just 
as effectively as real media. 
No statistically significant difference 
in opinion change was observed 
between participants who watched 
real videos versus synthetic ones. 
Synthetic speakers received equal or 
higher credibility ratings across all 
three dimensions measured. 

Participants across all tested demo-
graphics (political affiliation, age, 
etc.) could not reliably detect if 
they had been exposed to deepfake 
content. 
Only 16.4% of participants correctly 
identified a deepfake after viewing it. 
A majority (58.7%) were convinced 
synthetic videos were real. 

Familiarity with deepfakes does 
not protect you: Self-reported 
familiarity with deepfakes did 
 not improve detection accuracy.
Subjects who claimed to be “Not  
at all familiar” with deepfakes  
were equally capable of correctly 
identifying whether they had seen 
deepfake content as those who  
claimed to be “Extremely familiar”  
with deepfakes (with 42% and 41% 
correct identification respectively).
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Research Questions
Th e primary objective of this study was to explore the eff ects a deepfake video could have on a viewer’s opinion, and to discover 
how well a deepfake could infl uence someone to alter their opinion when compared to authentic media. Th e secondary objective 
of this study was to explore the eff ects previous opinions and other personal and societal factors could have on how a person 
perceives and detects deepfake content.  

In total, we designed this study to address the following questions: 

1. Is there a measurable diff erence in the way a deepfake video can infl uence someone’s opinion versus a real video?

2. How well can deepfake videos be detected if the arguments agree or disagree with someone’s existing opinion?

3. If a video is considered to be credible, is it less likely to be detected as a deepfake?

4. Is there any diff erence in an individual’s ability to detect a deepfake if they trust or interact with news media consistently?

5. Does awareness/familiarity of deepfakes infl uence an individual’s ability to detect them?

Methodology
Th is study used an online survey platform to conduct testing and collect data from a politically representative sample of the United States 
population. A total of 632 respondents participated in the study. 

At the beginning of the survey, participants were asked 1) how they would vote on a down-ballot initiative, 2) to explain the reasoning behind 
their position, and 3) to indicate how fi rmly they held that view. Based on their responses, participants were categorized into one of 
three groups—those likely or very likely to vote “yes,” those who were neutral or undecided, and those likely or very likely to vote “no” on 
the proposed initiative. 

Within each group, participants were randomly assigned to view one of four videos: 

A real pro-initiative video

An AI-generated pro-initiative video

A real anti-initiative video

An AI-generated anti-initiative video

Aft er exposure to the video, participants were again shown the ballot text of the issue and asked the same questions about their opinion, 
reasoning, and fl exibility of their vote. 

Participants then evaluated the video using a seven-point Likert scale and accompanying free-response questions. Th e evaluation measures 
included

Th e perceived knowledgeability of the speaker 

Th e perceived trustworthiness of the speaker 

Th e persuasiveness of the speaker 

Th e overall quality of the video

Figure 1

All deepfake materials used in the study were made by students at the UVU Center for National Security Studies using publicly available 
tools. In order to mitigate the introduction of potential biases, we attempted to choose an issue that would not elicit strong emotional 
reactions. Th e text that appears in the survey (a fi ctional federal housing assistance initiative) was written to resemble an issue which might 
appear on a real ballot. 
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Voted No Voted Yes AveragesNeutral

Figure 2

Post-Video Opinion Change

Results
Th is study produced a wide range of fi ndings on this topic. However, there are three key fi ndings from this study that are of particular 
notability to policymakers and the public: 

Even after being explicitly informed that they may have seen a 
deepfake, participants were largely unable to correctly identify AI-
generated content. Th e detection results reveal a stark asymmetry. 

Aft er completing these questions, respondents were informed that the video they viewed may have been either authentic or AI-generated. 
Th ey were then asked to determine whether the video was real or synthetic, selecting from the following options: “defi nitely deepfake,” 
“probably deepfake,” “unsure,” “probably real,” or “defi nitely real.” Participants also explained the reasoning behind their assessment and 
rated their confi dence in that conclusion. Finally, respondents were asked about their familiarity with deepfakes, whether they believed
that familiarity helped them identify manipulated content, and how concerned they were about the potential infl uence of deepfakes on 
the public. 

Participants were � rst asked how they would vote. � en, they watched a video and answered the same question again. To calculate the 
change in opinion, we subtracted the � rst response � om the second response and used the absolute value of that di� erence.

Deepfake videos infl uenced the opinions of potential voters just as effectively as real media.1

Participants across all tested demographics (political affi liation, age, etc.) could not reliably detect if they had 
been exposed to deepfake content. 2

Th is study found no statistical signifi cance in the ability of a video to alter someone’s previously held opinion if it was a deepfake or 
a legitimate video. Th e variance between the ability of real videos and their respective identical deepfakes to infl uence voters was statistically 
negligible. Th is fi nding is an alarming illustration of the potential effi  cacy of deepfake disinformation operations. 

Figure 3—Correct Identi� cation Rates by Media Type
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This finding held consistently across demographic groups. Detection rates for synthetic videos were roughly equal across political 
affi  liations—Democrats, Republicans, and Independents all identifi ed deepfakes correctly at rates 15–19%. No age group, political affi  liation, 
or other tested demographic showed a meaningful advantage. Deepfake detection failure is a universal vulnerability, not one concentrated 
in any particular group. 

Among participants who said they were “very confi dent” or “extremely confi dent” in their guess while watching a synthetic video, incorrect 
identifi cations outnumbered correct ones by more than three to one (58% incorrect vs. 16% correct). Overconfi dence compounds the 
risk; those most certain they could spot a deepfake were most likely to be wrong. 



� e default assumption is “real.” Across all 632 participants and both video types, 56.5% of all 
guesses were that the video was real. Only 19.3% guessed deepfake.

Percentage of Correctly Identifi ed Media by Familiarity Level

Furthermore, across all of the perceived attributes we tested (trustworthiness, knowledgeability, persuasiveness, credibility, and quality), 
deepfake content received evaluations comparable to authentic content across all categories, with diff erences falling below the threshold for 
statistical signifi cance. 

Familiarity with deepfakes does not protect you: Self-reported familiarity with deepfakes did not improve 
detection accuracy. 3

Participants self-reported their familiarity with deepfakes on a fi ve-point Likert scale ranging from “Not at all familiar” to “Extremely 
familiar.” Despite the wide range of familiarity levels represented, correct identifi cation rates on the extremes were eff ectively the same.

Participants who described themselves as “Not at all familiar” with deepfakes correctly identifi ed whether they had seen real or synthetic 
content 41.9% of the time. Th ose who described themselves as “Extremely familiar” performed at virtually the same rate: 40.5%. Th is 
diff erence is statistically negligible.

Furthermore, participants who reported being “extremely confident” that they had correctly identified deepfake content were, by a 
substantial margin, the most likely to have incorrectly classifi ed the media. they viewed.

Figure 4—Media  Identi� cation by Familiarity Level
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Th is fi nding has signifi cant implications for media literacy policy. Programs that aim to raise awareness of deepfakes as a concept appear 
insuffi  cient on their own. Knowing that deepfakes exist does not give citizens the perceptual tools to identify them in practice. 

“ I am familiar with common signs of deepfakes, 
such as unnatural facial movements, 
inconsistencies in audio and distorted visual 
formatting. Knowing what to look for helped me 
more con� dently assess the video and determine 
that it appeared authentic.” 

— Test participant who, in fact, viewed a deepfake 
video

Figure 5—Con� dence in Identi� cation of Deepfake vs. Accuracy

Confi dence vs. Incorrect Deepfake Recognition



Conclusion
The findings of this study present a clear and urgent challenge for policymakers, election security professionals, and the public: AI-generated 
deepfakes are already capable of influencing political opinion as effectively as authentic media, and the people most likely to encounter 
them are not equipped to identify them. 

The implications of this are significant. Democratic systems depend on an informed electorate, and the integrity of that process rests in 
part on citizens’ ability to evaluate the authenticity of the political content they consume. This study demonstrates that, under realistic 
conditions, that ability is essentially absent. Voters cannot tell the difference between a real political video and a synthetic one; and 
critically, they do not know that they cannot. Confident viewers were the most likely to be wrong, meaning that exposure to deepfake 
content may produce not only misinformed opinions, but a false sense of certainty in those opinions. 

Equally concerning is the finding that familiarity with deepfakes provides no meaningful protection. This undermines a common assumption 
embedded in current media literacy policy—that educating the public about the existence and nature of deepfakes will reduce their impact.  
The data suggest otherwise. Awareness is not detection. A voter who knows deepfakes exist is no better equipped to spot one than a voter 
who has never heard of them. 

No demographic group tested showed a meaningful advantage. The vulnerability cuts across age, political affiliation, and prior exposure to 
synthetic media. This rules out the possibility that deepfake influence is concentrated in identifiable, targetable populations, and instead 
frames it as a systemic risk to the democratic process as a whole. 

The technology producing deepfakes continues to improve. The results documented here were produced using publicly available tools—the 
same tools accessible to anyone with a computer and an intent to deceive. As generation quality increases, detection will only become harder. 
The data leave little room for doubt: the potential threat to the information environment, voter confidence, and election integrity posed by 
deepfakes is immense and requires urgent mitigative action.   
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