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Introduction \l/ Erosion of Public Trust

When data is mishandled through weak or inconsistent
Across Utah, govcrnmental entities’ face pCl‘SiStCnt challenges data-sharing agreements, public engagement declines,
as they work to comply with data governance requirements. undermining accountahility and service delivery across the state’
Employees of both state agencies and political subdivisions have The core issues outlined above stem from the same root problem:
repeatedly expressed confusion about how to properly manage Utah lacks a consistent structure for governing records’ across all
entities. To address this, the Records Governance Model (RGM)
is proposed as a unified framework for data governance across all

levels of government.

and provide access to records while balancing transparency and
privacy.” One official described navigating the Division of Archives™
general retention schedules as “guesswork,” adding, “a lot of
[schedules] overlap and sometimes it’s just a judgment call.”* The
interviews cited throughout this white paper were conducted Core Principles
anonymously, allowing respondents to provide information with-

out impacting their role in government. . .
p 8 & The Records Governance Model is designed to resolve these

challenges by establishing a consistent foundation for data gover-
nance across all entities. It is guided by eight core principles that
translate legal and ethical requirements into practical standards
for managing records responsibly. The following principles serve
as the foundation for unified data governance throughout Utah.

While circumstances may differ, these accounts all point to the
same conclusion: governmental entities are struggling to manage
data effectively under the state’s existing system. To address this
uncertainty, it is first necessary to define what data governance is
and how it applies within Utah’s governmental framework.

Legal Basis
Data collected, used, or retained by government entities must be
authorized by law or regulation.

Defining Data Governance

Data governance refers to the structured system of policies,

ractices, and procedures that guide how entities manage data, e
P »andp 5 8 Purpose Specificity

The use of a record must be tied to the entity’s defined public
functions and not expanded beyond its original purpose.

ensuring data is classified, retained, and used in accordance with
the law, while upholding protections for both privacy and public
transparency.’ Inconsistent application of this structure forces
agencies to rely on individualized procedures that undermine

) ) Individual Rights & Control
consistency and efficiency.

Individuals’ data'® must be handled with fairness, transparency,
and respect for their rights.

Challenges in Utah’s Data Governance System P &
Security

All governmental entities should ensure that records are protected
from unauthorized access.

Utah’s current fragmented approach to data governance has
resulted in the following issues:

Operational Inefficiency and Cost  Accountability

Disjointed classification and retention create duplicated efforts,

e ‘ . Governmental entities retain ownership of records collected on
inefficient storage, and manual processes that unnecessarily strain . . K
public resources’ their behalf and are accountable for ensuring correct use of said
records.
(O] Legal and Compliance Risks Standardization
p— Without consistent legal standards, governmental entities risk Rules, definitions, and procedures must be applied consistently
noncompliance, exposing operations to penalties and damaging

public confidence! across all governmental entities to ensure equal protection of
rights, clarity, and interoperability.
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Minimization
Governmental entities only create and retain records essential to
provide a service, or fulfill a legal purpose.

Transparency

Citizens have the right to review decisions made with their
personal data and to look through government processes to
verify lawful use.

These principles establish the common standards on which Utah’s
Records Governance Model operates; however, standards alone
are not enough. To ensure they are applied consistently, the model
organizes governmcntal entities by their core functions, creating a
practical system that promotes alignment across the state.

Records Governance Model

Building on these principles, the Records Governance Model
translates Utah’s privacy and transparency standards into a functional
structure that can be applied across all levels of government.
Currently, state agencies, counties, and municipalities each man-
age records through separate systems and procedures, often resulting
in duplicated effort and inconsistent application. Under the
RGM, entities are grouped according to their core governmental
functions, ensuring that organizations pcrforming similar duties
manage and maintain records in the same standardized way.
In practice, the model applies across three levels: categories of
government entities, generally applicable services and functions,
and entity-specific services and functions. Each level establishes
consistent rules for how records are managed and shared.

Categories of Government Entities

Groups of government bodies (cities, counties, universities) that
perform similar functions and manage comparable records.

Categories of Government Entities—These are the governmental
entities (e.g., cities, counties, higher education) that perform
comparable functions, provide similar services, and manage the
same records.

Common

Shared operations across all entities—HR, finance, governance,
administration—where data collection and privacy practices
should be standardized.

Common—This encompasses core operational functions that
are similar across most categories of governmental entities, such
as human resources, finance, governance, and administration.
Within these categories, the collection and processing of personal
data should be standardized to ensure governmental entities con-
sistently protect individuals’ privacy rights. Each domain will
have its own separate model defined for that specific category
of government.
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Specific
Unigue public services that differ by entity—like schools,

libraries, or parks—each with tailored records management
suited to their functions.

Specific—The distinct public services delivered by governmental en-
tities within a category separate them from the common services.
For example, transportation agencies provide licensing and road-
way management while schools provide enrollment and student
services. Similarly parks and recreation departments offer facility
reservations while libraries manage circulation of books through-
out the area.These services should all follow standardized records
management practices tailored to their service-specific needs.

Each model (whether common or specific) provides concrete
standards that balance privacy, transparency, and operational use
while also meeting governance requirements for the classification,
designation, retention, and disposal of records in addition to fa-
cilitating access to records and other records management needs.

Just as all hospitals follow standard protocols when managing
a heart attack, all governmental entities should follow standard
practices in relation to how they govern individuals” personal
data. By replacing fragmented interpretations with clear state-
wide guidance, the RGM would streamline compliance, reduce
burdens on government, and ensure individuals are treated fairly
under the law.

Recommendations

The following recommendations are grounded in statewide
workshops, town halls, legal analyses, and employee interviews,"!
all of which point to the same conclusion—a unified, consistent
approach is essential. The following actions are designed to sup-
port successful implementation of the RGM.

Establish Legal Authority: All governmental entities must doc-
ument the legal authority for processing personal data.

Create Statewide Data Governance Structure: Change the
name of the Privacy Commission to the Data Governance
Commission which is responsible for maintaining the RGM. The
Legislature should consider recomposing the Commission mem-
bership to include members that represent governmental entities
from all sectors.

Utah Privacy Governing Board: The Legislature should consider
amending the duties of the Utah Privacy Governing Board to
include duties which will move Utah toward a unified data gov-
ernance vision that balances privacy and transparency. Both the
new Utah Data Governance Commission and the Utah Office
of Data Privacy would report directly to the Board regarding the
work done, strategic approach, and progress made to actualize
this unified data governance vision.
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Consolidate and Standardize: Identify overlapping policies and
procedures across entities and consolidate them into a unified set
of standards that can be easily adopted by governmental entities.
The Data Governance Commission would be required to create
and maintain the standards using a broad consensus model.
The Utah Office of Data Privacy would provide technical and
operational support by drafting, updating, and disseminating
the standards.

Evaluate Existing Records: Launch a phased initiative to iden-
tify outdated records and data practices which should be aligned
with modern practices.

Modernize Legacy Systems: Verify that future digital systems
meet data governance requirements as part of a forward-looking
strategy.

Conclusion

This policy brief serves as a call to action for policymakers and
officials across Utah’s governmental entities to collaborate in
creating a system of data governance which standardizes com-
monly shared processes while minimizing the amount of personal
data collected and retained to deliver efficient and lawful public
services.

Adopting the Records Governance Model offers a clear path
forward. In a digital world which continues to evolve faster
than most public systems can adapt, Utah must act decisively to
establish a coherent framework ensuring privacy, transparency,
and responsible data use. Doing so will not only strengthen legal
compliance and operational consistency, but also position Utah
as a national leader in data governance.
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